
IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

MICROSOFT CORPORATION, a
Washington corporation,

Plaintiff,

V.

JOHN DOES 1-2, CONTROLLING
A COMPUTER NETWORK

THEREBY INJURING PLAINTIFF

AND ITS CUSTOMERS,

)  Civil Action No: | C Nj 2^

FILED UNDER SEAL PURSUANT

TO LOCAL CIVIL RULE 5

Defendants.

BRIEF IN SUPPORT OF MICROSOFT'S EXPARTE APPLICATION FOR AN

EMERGENCY TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW

CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corporation ("Microsoft") seeks an emergency ex parte temporary

restraining order ("TRO") and a preliminary injunction designed to halt the operation and

growth of an Internet-based cyber-theft operation referred to as "Thallium." Through

Thallium, Defendants are engaged in illegally accessing the accounts and computer

networks of Microsoft's customers and stealing highly sensitive information. To

manage and direct Thallium, Defendants have established and operate a network of

websites, domains, and computers on the Internet, which they use to target their victims,

compromise their online accounts, infect their computing devices, compromise the

security of their networks, and steal sensitive information from them.

The Thallium Defendants cause substantial harm by misusing the trademarks of

Microsoft and others to lull victims targeted by Defendants into believing that their malicious
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